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Synopsis

Any good attacker will tell you that expensive security monitoring and prevention tools arena ™t
enough to keep you secure. This practical book demonstrates a data-centric approach to distilling
complex security monitoring, incident response, and threat analysis ideas into their most basic
elements. Youa ™Il learn how to develop your own threat intelligence and incident detection
strategy, rather than depend on security tools alone.Written by members of Ciscoa ™s Computer
Security Incident Response Team, this book shows IT and information security professionals how to
create an InfoSec playbook by developing strategy, technique, and architecture.Learn incident
response fundamentalsé "and the importance of getting back to basicsUnderstand threats you face
and what you should be protectingCollect, mine, organize, and analyze as many relevant data
sources as possibleBuild your own playbook of repeatable methods for security monitoring and
responselLearn how to put your plan into action and keep it running smoothlySelect the right
monitoring and detection tools for your environmentDevelop queries to help you sort through data

and create valuable reportsKnow what actions to take during the incident response phase
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Customer Reviews

An extremely important piece of advice in Crafting the InfoSec Playbook: Security Monitoring and
Incident Response Master Plan is on page 85, where authors Jeff Bollinger, Brandon Enright and
Matthew Valites write that you will need at least one dedicated and full-time person to analyze your

security event data.When creating programs for information security monitoring and its



corresponding incident response plans, far too many firms focus solely on the software, hardware
and appliances; not realizing it takes people to make it work. The book shows how to take the
potential of them devices, and put them into actuality. The book notes that itd ™s not a trivial matter,
but itd ™s not rocket science, and it can be done.The premise of the book is that only when you
know and can describe exactly what you are trying to protect; can you develop an information
security playbook and incident response program. The book then goes into detail just how to do
that.The book is an extremely valuable reference for anyone who wants to build out a security
monitoring and incident program. The authors take a very hands-on approach on how to develop a
strategy to ensure that the process is done effectively, rather than by simply installing a few
appliances and hoping for the best.While the authors are all part of the Cisco Computer Security
Incident Response Team, the book takes a vendor agnostic approach to the topic.Security
monitoring and incident response are two critical component of a larger information security
program. For those that are serious about building that out, Crafting the InfoSec Playbook: Security

Monitoring and Incident Response Master Plan is a great resource to start with.

Very good guide on InfoSec program policy development. | think this should be mandatory for
anyone moving 'up the chain’ in security. In my role as a consultant, | find that there are smart
people doing good things...in silos. This guide is a good foundation for building a program that ties
disparate efforts together as a cohesive and effective infosec program. This book continues to be a
good reference.l think the book could have been improved with more pictures of alligators and other

dangerous reptilian creatures.

Phenomenal book, chock full of great ideas about how to build and operationalize your SOC.
Includes high level concepts as well as detailed technical ideas. Highly recommended for anyone

building or improving a security program.

Down to earth with tips you can take straight to the InfoSec bank.
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